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	IT Services 




IT Services is responsible for providing, developing and maintaining the University’s central IT infrastructure which includes:

· the campus data network, telephone system, external network connections and data centres
· a general-purpose computing service for the students and staff of the University
· corporate information systems for the administrative units 
· specialist advice and support for academic and administrative computing
IT Services offers comprehensive computer, telephone and media services to all students and staff at the University of St Andrews and also manages reports of hardware faults and requests for advice on the use of computing service systems via our IT Service Desk.

The Unit aims to provide a contemporary and integrated technological environment, which sustains and strengthens the University's ability to deliver its strategic objectives, facilitating collaboration, world-class teaching and research, and efficient business processes. We want to deliver an environment which will support students, researchers and academics by providing an empowering platform and functionality for knowledge creation and exchange.

IT Services is headed up by the Chief Information Officer (CIO) and has approximately 95 staff.

Our areas of focus are:

· Service Delivery, responsible for the for the University’s IT Service Desk, IT/AV/mobile telephony support, desktop development, campus card services and business relationship management.
· Applications, Infrastructure and Software Development, which manages, supports and develops the hardware and software infrastructure, including the University network and data centre. It also provides in-house application development, business intelligence and integration services in support of transformational projects across the University.

· CIO's office, which includes the Business Transformation Portfolio Office, IT Security, data transformation and ICT Resources.

This post forms part of the Applications, Infrastructure and Software Development Group. Within this is a wide range of skills in areas including IT system management, software development, business intelligence development and Information management. The team is strongly customer focused and staff are encouraged to keep their skills up to date and to share knowledge and expertise freely with their colleagues both within IT Services and across the University.
The job description for this role is attached below.

	Job Description




	Job Title: Senior Network Engineer
School/Unit:  IT Services

Reporting to: Associate CIO
Job Family: Managerial, Specialist & Administrative

	Working Hours: Full time/36.25 hours per week

Grade/Salary Range: Grade 7/£40,792 - £50,132 per annum
Reference No: AD2155HM
Start Date: As soon as possible



	Main Purpose of Role


To manage and support all aspects of IT network infrastructure and supporting systems at the University. This includes design, implementation, security, configuration, troubleshooting, and co-ordination.  Infrastructure includes datacentres, equipment rooms, physical network, voice, CCTV, IoT and all associated services.
	Key Duties and Responsibilities


1. Design, configuration, installation, maintenance and secure operation of network devices.

2. Liaising with colleagues and customers to test, identify and resolve any problems.

3. Maintaining the infrastructure and cabling design standards and ensuring compliance, particularly within the datacentre and equipment rooms.

4. To keep fully abreast of technical and industry developments relating to IT Technology and explore new opportunities to improve the network infrastructure.

5. Manage the progress of incidents through to successful resolution and closure. This may include participating in the post-incident documentation and reporting.

6. Maintain a supportive working relationship with ITS colleagues, customers and external suppliers.

7. Contributing to the technology roadmap and IT standards development at the University.

8. Support the department in implementing ITIL best practice procedure in relation to all aspects of change and configuration management.

9. Ensure that technical and DR documentation is up to date and relevant.

10. Maintain currency with University policies and procedures.
11. Production and revision of complete user and system specification documentation as required for supporting project initiation, implementation, testing and maintenance.

12. Knowledge transfer and skills development across the Infrastructure Team, and in particular supporting the development of junior posts across all areas of IT Services. 

13. Keep the team and relevant key stakeholders up to date on new Infrastructure developments.

14. Be flexible and able to react to changing priorities to accommodate key business requirements.

15. Provide support for crisis plan invocations by being available to attend site to meet 1-hour 24/7 SLA on a call out rota.

16. Overseeing network analytics and monitoring and acting upon this information to make informed decisions regarding the University infrastructure.

17. Deputise for the ACIO when required

You may be required to participate in an on call rota providing support for core University systems during evenings, weekends and holiday periods. 

Please note that this job description is not exhaustive, and the role holder may be required to undertake other relevant duties commensurate with the grading of the post.  Activities may be subject to amendment over time as the role develops and/or priorities and requirements evolve.  

	Person Specification


This section details the attributes e.g. skills, knowledge/qualifications and competencies which are required in order to undertake the full remit of this post.
	Attributes 
	Essential
	Desirable 
	Means of Assessment



	Education & Qualifications 

 
	Batchelor’s degree in IT or significant experience as a network engineer in a complex environment
CCNP or CCNA


	Postgraduate degree

CCIE

CCSP
	Certificate brought to interview

Certificate brought to interview

	Relevant Experience 


	Proven experience of developing, designing and configuring secure layer 2 and 3 networks in a complex environment
Strong working knowledge of TCP-IP and LAN/WAN design 
Strong working knowledge of controller-based Wi-Fi networks
Strong working knowledge of Firewalls and Intrusion Protection Systems

Extensive experience of Cisco switching and routing equipment including IOS, Datacentre, Core and Edge. 
Extensive experience of network monitoring tools and network analytics
	Experience of load balancing technologies
Experience of working with PABX, IPT and IP-based CCTV

Working knowledge of VMWare including vCentre and NSX
	Application, interview and test

	Knowledge, Skills & Abilities 

(e.g. effective communication skills, initiative, budget management, flexibility, leadership etc)   


	Good understanding of the current cyber security threat landscape  

Working knowledge of routing protocols and tools including BGP, OSPF, MPLS-TE, ISIS, Loop Guard, Control Plane Policing and Storm Control 
Innovative with a proven ability to troubleshoot in a complex environment with multiple interdependencies

Excellent written and verbal communication skills, including the ability to communicate with stakeholders of all levels
Excellent interpersonal skills, including a strong customer focus 

Resourceful and able to work under pressure to tight deadlines
Well organised and self-motivated  

A team player with the ability to work flexibly and effectively while adapting to change

A demonstrable and ongoing commitment to your own continued professional development and maintaining your skill set relevancy


	
	Application, interview and test


Essential Criteria – requirements without which a candidate would not be able to undertake the full remit of the role.  Applicants who have not clearly demonstrated in their application that they possess the essential requirements will normally be rejected at the short-listing stage. 

Desirable Criteria – requirements which would be useful for the candidate to hold.  When short listing, these criteria will be considered when more than one applicant meets the essential requirements.  

	Other Information  


We encourage applicants to apply online at www.vacancies.st-andrews.ac.uk/welcome.aspx, however if you are unable to do this, please call +44 (0)1334 462571 for a paper application form.  

For all applications, please quote ref:   AD2155HM
Before an appointment can be confirmed, you will be subject to a Criminal Records check. 
The University is committed to equality for all, demonstrated through our working on diversity awards (ECU Athena SWAN/Race Charters; Carer Positive; LGBT Charter; and Stonewall).  More details can be found at http://www.st-andrews.ac.uk/hr/edi/diversityawards/.

The University is committed to equality of opportunity.

The University of St Andrews is a charity registered in Scotland (No SC013532).
	Obligations as an Employee   


You have a duty to carry out your work in a safe manner in order not to endanger yourself or anyone else by your acts or omissions.   

You are required to comply with the University health and safety policy as it relates to your work activities, and to take appropriate action in case of an emergency.
You are required to undertake the Information Security Essentials computer-based training course and adhere to its principles alongside related University Policy and Regulations.
You are responsible for applying the University’s equality and diversity policies and principles in your own area of responsibility and in your general conduct.

You have a responsibility to promote high levels of customer care within your own area of work/activities.

You should be adaptable to change and be willing to acquire new skills and knowledge as applicable to the needs of the role.  

You may, with reasonable notice, be required to work within other Schools/Units within the University of St Andrews.

You have the responsibility to engage with the University’s commitment to Environmental Sustainability in order to reduce its waste, energy consumption and carbon footprint.
	The University & Town 




Founded in the early 15th century, St Andrews is Scotland’s first university and the third oldest in the English speaking world. 

Situated on the east coast of Scotland and framed by countryside, beaches and cliffs, the town of St Andrews was once the centre of the nation’s political and religious life.

Today it is known around the world as the ‘Home of Golf’ and a vibrant academic town with a distinctively cosmopolitan feel where students and university staff account for more than 40% of the local population.

The University of St Andrews is a diverse and international community of over 11,000, comprising students and staff of over 120 nationalities. It has 8,800 students, just over 7,000 of them undergraduates, and employs approximately 2,540 staff - made up of c. 1,190 in the academic job families and c 1,350 in the non-academic job families.

St Andrews has approximately 50,000 living graduates, among them former Scottish First Minister Alex Salmond and the novelist Fay Weldon. In the last 90 years, the University has conferred around 1000 honorary degrees; notable recipients include Benjamin Franklin, Rudyard Kipling, Alexander Fleming, Iris Murdoch, James Black, Elizabeth Blackadder, Tim Berners-Lee and Hillary Clinton.   

The University is one of Europe’s most research intensive seats of learning. It is the top rated university in Scotland for teaching quality and student satisfaction. In the Research Excellence Framework (REF) 2014 the University was ranked top in Scotland for quality of research output and one of the UK’s top 20 research universities.

St Andrews is consistently held to be one of the United Kingdom’s top ten universities in university league tables compiled by The Times and The Sunday Times, The Guardian and The Complete University Guide. The University has eight times been named the top multi-faculty university in the UK in the National Student Survey – a direct reflection of the quality of teaching, assessment and facilities. In international and world rankings St Andrews scores highly for teaching quality, research, international outlook and citations. It is established as a World Top 100 institution in annual rankings produced by QS and Times Higher Education.

Its international reputation for delivering high quality teaching and research and student satisfaction make it one of the most sought after destinations for prospective students from the UK, Europe and overseas. In 2015 the University received on average 12 applications per place. St Andrews has highly challenging academic entry requirements to attract only the most academically potent students in the Arts, Sciences, Medicine and Divinity. 

The University is closely integrated with the town. The Main Library, many academic Schools and Service Units are located centrally, while the growth in research-active sciences and medicine has been accommodated at the North Haugh on the western edge of St Andrews.

As the University enters its seventh century, it is delivering a varied programme of strategic investment, including the refurbishment of its Main Library and a major investment in its collections, the opening of a research library, the development of a major arts centre and a Music Centre, the refurbishment of the Students’ Union, the provision of 900 additional students beds, the relocation of professional services to purpose built accommodation and the development of a wind-farm and green energy centre to offset energy costs.
